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NOTE  Before taking effect, this policy must be adapted to Sallenbach AG's specific data processing activities, approved applications and contractual arrangements.
1. Purpose and principle
Artificial intelligence should be used at Sallenbach AG (the "Company"). It can significantly support employees in their work, inform strategic decisions, simplify routine workflows and improve the quality and efficiency of services.
At the same time, the use of artificial intelligence entails significant risks. These include, in particular, the loss of trade secrets, data protection breaches, inaccurate or misleading results, copyright and liability risks, and information technology security risks. Artificial intelligence applications may therefore only be used in accordance with this policy.
2. Scope
This policy applies to the Board of Directors, Executive Management, all employees and external contractors insofar as they act on behalf of or in the interests of the Company.
It applies to all artificial intelligence applications, regardless of whether they are provided by the Company, used by employees through business accounts, or accessed through private accounts to support work performed for the Company.
3. Governance and responsibilities
The Board of Directors shall appoint a person responsible for implementing and monitoring this policy.
With effect from [1 July 2026], the Board of Directors assigns the role of AI Officer to Mr/Ms [Name].
The AI Officer implements this policy at operational level, maintains the inventory of artificial intelligence applications in use, provides training and technical support, assesses specific risks, and reports to the Board of Directors at least annually on the policy's implementation, compliance and need for revision.
The AI Officer shall report significant incidents without delay directly to the Chair of the Board of Directors. These include, in particular, potential data protection breaches, the entry of confidential or highly sensitive data into non-approved systems, suspected cyberattacks, and serious failures of artificial intelligence applications.
4. Inventory and approval of artificial intelligence applications
The AI Officer shall maintain an inventory of the artificial intelligence applications used within the Company. This includes, in particular, chatbots, translation and text systems, research applications, image, audio and video generators, automated multi-step workflows, and artificial intelligence features embedded in existing applications, such as Microsoft 365, customer relationship management, document management or accounting systems.
The AI Officer shall also determine whether employees use private accounts to support their work for the Company. Where this is the case, the AI Officer shall assess whether such use is permissible, must be prohibited, or should be migrated to an approved enterprise solution.
The AI Officer shall assess the recorded applications for their suitability for the Company. The assessment shall consider, in particular, benefits, efficiency, costs, data security, data protection, protection of trade secrets, contractual terms, data location, provider access rights and the use of inputs for training purposes.
The AI Officer shall define which applications may be used, the purposes for which they are approved, the data categories that may be entered, and the authorised user groups. Approvals shall be documented in a table forming Appendix 1 to this policy and shall be updated on an ongoing basis.
5. Protection of trade secrets and data classification
Highly sensitive data
Highly sensitive data includes, in particular, passwords, access codes, private keys, authentication information, non-anonymised sensitive personal data, particularly sensitive employee data, data relating to ongoing legal disputes, unpublished strategic decisions, particularly sensitive client or mandate information, and information whose disclosure could cause significant harm to the Company, its clients or third parties.
Highly sensitive data must not be entered into or otherwise made accessible to artificial intelligence applications unless the Board of Directors or the AI Officer has expressly approved this in the individual case.
Confidential data
Confidential data includes, in particular, client and mandate lists, case files, contracts, minutes, personal data, employee data, financial data, pricing and margin information, unpublished business plans, development information, supplier data and trade secrets.
Confidential data may only be entered into approved artificial intelligence applications and, as a rule, only after it has been anonymised or pseudonymised. Anonymisation shall be performed on a case-by-case basis by replacing names, company names, addresses, contract numbers and other identifiers with neutral labels or acronyms. Alternatively, an approved anonymisation tool may be used.
Confidential data may only be entered into Microsoft 365 Copilot or comparable enterprise solutions if the application has been approved by the AI Officer and appropriate contractual and technical safeguards are in place, particularly regarding access controls, data location, logging, and the exclusion of inputs from public model training.
Public information
Public information includes internal working documents that contain no personal data, no client or mandate references, and no trade secrets. Such information may be entered into approved artificial intelligence applications with the necessary care.
6. Responsibility for work products
Results generated by artificial intelligence applications are working drafts. They must not be used, sent, published or presented as binding to clients, authorities, contractual partners or third parties without prior review.
The responsible employee shall critically review results generated by artificial intelligence applications for accuracy, completeness, sources, plausibility, legal effect, confidentiality, tone, stylistic and visual presentation, and compliance with the Company's requirements.
Responsibility for the work product remains fully with the responsible natural person. Artificial intelligence does not replace professional review or management decisions.
7. Incident response
An incident includes, in particular, the entry of confidential or highly sensitive information into a non-approved artificial intelligence application, disclosure of such information to third parties, or suspicion that a system has been manipulated, misused or targeted by a cyberattack. An incident also includes the use, or potential use, of an inaccurate, unreviewed or misleading artificial intelligence result in dealings with clients, authorities, business partners or the public.
In such cases, the affected use must be stopped immediately. The facts and available evidence shall be preserved where possible, and the incident must be reported to the AI Officer without delay.
The AI Officer shall assess the incident, involve internal or external specialists where necessary, and determine whether clients, affected individuals, contractual partners, insurers, authorities or the Federal Data Protection and Information Commissioner must be informed.
The AI Officer shall initiate appropriate corrective measures, document the facts, assessment, decisions and measures taken, and report significant incidents to the Chair of the Board of Directors.
8. Training
The AI Officer shall organise role-appropriate training for all employees on this policy. The training shall cover, in particular, permitted and prohibited applications, data classification, anonymisation, review of results, incident reporting and practical use cases.
New employees shall be informed about this policy during onboarding. If the policy or the approved applications change materially, the affected employees shall receive updated instruction.
9. Technical and organisational safeguards
With appropriate support, particularly from the internal or external information technology provider, the AI Officer shall assess how compliance with this policy can be supported through technical measures.
The assessment shall cover, in particular, access permissions, blocking of non-approved applications, logging, multi-factor authentication, data loss prevention, restrictions on interfaces, secure configuration of approved applications, and restrictions on access to particularly sensitive data.
Technical measures shall be designed to enable the permitted use of artificial intelligence, prevent uncontrolled proliferation, and appropriately protect personal data, trade secrets and the Company's systems.
10. Review and updates
This policy shall be reviewed by the AI Officer at least annually. The review shall consider, in particular, new applications, changes to provider terms, new risks, incidents, employee feedback and regulatory developments. Appendix 1 shall be updated accordingly.
Changes of fundamental importance shall be submitted to the Board of Directors for approval. The AI Officer may make operational changes to the approval table in the Appendix unless the Board of Directors decides otherwise.
11. Effective date
This policy takes effect on [1 July 2026]. It supersedes all previous internal instructions to the extent that they relate to the use of artificial intelligence.
Approved by the Board of Directors of Sallenbach AG on: [Date]
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Appendix 1: Inventory and approval table for artificial intelligence applications
The AI Officer shall maintain this table and update it at least annually. Sample entries and placeholders must be reviewed and adapted before use.
	Application
	Provider / Version
	Permitted purposes
	Permitted data
	User group
	Conditions / Status

	[e.g. Microsoft 365 Copilot]
	[Microsoft / Sallenbach AG tenant]
	Drafting, summaries, internal research
	As approved; confidential data only in accordance with requirements
	[User group]
	[approved / enter conditions]

	[e.g. translation application]
	[Provider]
	Translation and language editing
	No highly sensitive data; confidential data only in anonymised form
	[User group]
	[enter conditions]

	[e.g. public chatbot]
	[Provider]
	General ideas, public information, drafting support
	Public or non-confidential content only
	[User group]
	[approved / restricted / prohibited]

	[additional application]
	[Provider]
	[Purpose]
	[Data category]
	[User group]
	[Status / conditions]
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